II. Step-by-step decision-making process
The following process should be undertaken before any transfer of personal data takes place:

STEP 1

The first question to ask is whether the
data being exported include any personal
data.
NO

If the data to be
transferred are not
considered to be
personal data then
the transfers may
take place.

YES
If the data are personal data, the second
question to ask is whether, prior to the
transfer, the data have been collected and
further processed in accordance with the
national law applicable to the processing
activity.
For more details, see here.
NO

If, prior to the transfer, the personal
data have not been lawfully collected
or further processed, in accordance
with the national law applicable, the
processing is not lawful and should not
be carried out. As a result the transfer
may not take place.

YES
Is the purpose of the transfer
compatible with the one for
which the data were initially
collected and processed, in
accordance with the national
law
applicable
to
the
processing activity?
For more details, see here.
NO

If the purpose of the transfer is
incompatible with the one for
which the data were initially
collected, then the transfer may
not take place, in principle,
unless it is legally required by
national legislation applicable
to the processing activity.

YES
If, before and during the
transfer, the personal data
have been lawfully collected
and further processed, in
accordance with the national
law applicable, then proceed
to STEP 2.
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STEP 2

Will the data be transferred to a country
or territory within the European Union or
the European Economic Area?

YES

If the data are
transferred to a EU or
EEA country, then the
transfer may proceed.

NO
Is the data transferred to a third country
considered as offering an adequate level of
protection?
See the List of countries considered
adequate.

YES
If the data are transferred to a country
considered as offering an adequate
level of protection, or if it is covered by
the Safe Harbor commitments of a US
company that has signed up to the Safe
Harbor scheme, the transfer may take
place.

NO
The data are transferred to a
third country that does not
provide an adequate level of
protection (or to a US
company that has not joined
the Safe Harbor scheme).
Proceed to STEP 3.

See the Safe Harbor list.

For more details on this step, please refer to the FAQs on general questions.
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STEP 3
Are the data transferred to a recipient in a
third country that does not provide an
adequate level of protection?

Go back to STEP 2.
NO

YES
Are the data transferred between
companies belonging to the same
multinational corporation?

Proceed to STEP 4.
YES

NO

Is the controller responsible
for the transfer putting in
place adequate safeguards and
has
the
national
data
protection authority approved
the transfer?
To
provide
adequate
safeguards for their transfers,
data controllers can consider
using standard contractual
clauses.
The
Commission
has
approved three types of
standard contractual clauses
to
facilitate
the
implementation
of
this
solution.
YES
See the FAQs on standard
contractual clauses.

NO

The transfer may not take
place unless one of the
exceptions laid down in
Article 26(1) can be relied
on.
See the FAQs on the
Article 26(1) derogations.
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STEP 4

Are the data transferred between
companies belonging to the same
multinational corporation established in
third countries that do not ensure an
adequate level of protection?

Go back to STEP 2.
NO

YES

Has the multinational corporation adopted
binding corporate rules that are approved
by the national data protection authority?

See the FAQs on binding
corporate rules.
YES

OR ALTERNATIVELY
Do the companies use standard contractual
clauses for transfers of personal data
between companies belonging to the same
multinational corporation?
The Commission has approved three types
of standard contractual clauses to ease the
implementation of this solution.

See the FAQs on standard
contractual clauses.
YES

NO

If the use of standard contractual clauses or binding
corporate rules is not practical and/or feasible, the transfer
may not proceed unless one of the exceptions laid down in
Article 26(1) can be relied on.
See the FAQs on the Article 26(1) derogations.
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